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Abstract. Of paramount importance in the design of an effective imaging system for
security applications, such as perimeter and area surveiliance, is the establishment of
artificial illumination criteria which are compatible with the requirements of both
the imaging cameras and human observers. The ‘’American National Standard Prac-
tice for Protective Lighting,” ANSI A85.1-1956(R 1970), lists requirements for the
illumination of boundaries. These requirements apply to direct visual observation
by guards. In television viewing, the much reduced dynamic range of the sensor
relative to the human eye and camera responsiveness introduce a new problem. The _
MITRE Corporation has developed a set of criteria for perimeter lighting in an crea

L - Imaging System. The requirements express the minimum maintained average illumi- 3 %'; é g ‘
nation within the lighted strip and the maximum variation of the minimum level at By F
any point on the ground from the average level. A prototype imaging/illumination .-‘.-"31}»;‘ F ;" (: T - B
system was developed and tested which incorporates high pressure sodium vapor L.

lamps, roadway luminaires and silicon diode array television cameras. Tests were
conducted in an operational environment.

This paper discusses the criteria and performance requirements of the proto-
type closed circuit television lighting installation. It also presents a discussion of
pertinent human factors, engineering and economic considerations that should be
included in the implementation of protective lighting/imaging systems.

Modern technology has developed lang life silicon diode vidi-
con {SDV) television camera tubes which are more sensitive than
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Closed circuit television (CCTV) is assuming an increasingly
important rofe in the security field as a means of providing remote
surveillance and intrusion alarm assessment. This paper will pre-
sent the role of artificial illumination for outdoor CCTV systems
used for security and surveillance and will discuss the development
of lighting criteria which are compatible with the requirements of
both the imaging cameras and human observers.

A television camera is a device capable of converting visual
images into efectrical signals for transmission in a suitabfe medium
{e.g., coaxial cable, telephone lines or RF link) to remote centers
where timely reproductions of the original images are produced on

Figure 1. CCTV System

91

their predecessors, and immune to damage by very bright sources
and image burn-in. Technological advances have permitted minia-
turization of the TV camera and have made possible unattended
operation for extended periods of time. An important feature of
the SDV camera {equipped with an appropriate lens and light
control) is that it is capable of producing an image of a scene
illuminated with as little as 0.1 foot-candle upward to that pro-
vided by direct sunlight. At levels of scene illumination in the
10 to 15 foot-candle range, excellent TV pictures can be obtained
which are noise free and have low lag characteristics. Further-
more, pictures acceptable for security applications can be achieved
with scene illumination as low as 0.25 foot-candle, These pic-
tures, however, are likely to exhibit some graininess and may

; “ monitor/displays. Figure 1 is a simplified block diagram of a
e CCTV system. exhibit some lag, in particular if objects in the scene are in fast
- srziia mation or if the camera must make a fast pan. In order to ensure
- o 10 that high quality pictures will be obtained for nighttime surveil-
% cantns osar |0 lance, the CCTV system will require artificial illumination both in
connaL CAME —— an amount suitable to a!lgw the fysten_'t to prodf.l.ce good rend.ition
m:;‘sm of the scene and of sufficient uniformity to facilitate its viewing
AND CONTANL el on the monitor.
¥ YO 1RS or s Extensive laboratory and field experiments have been per-
otmar Ly formed by MITRE to determine CCTV system and lighting system

architectures to enable security guards to perform the functions of
surveillance and alarm assessment. This paper will provide guidance
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on lighting based on this experience. The lighting system dis-
cussed is compatible with the “American National Standard
Practice for Protective Lighting,” ANSI A85.1-1956 (R1970).

Lighting System Design/Characteristics

The design of a lighting system involves many variables
including economics and visibility related factors. The ultimate
goal of the system design is to illuminate the critical portions of
a secure area in such a manner that human observers can make
quick and accurate detection and alarm assessment. [n addition,
the illumination must be such that the cameras are able 1o pro-
duce a rendition of the scene of sufficient contrast for adequate
visibility without the presence of dead spots or other forms of
image degradation. Some of the steps involved in the design of
a lighting system are:

3. Determination of the minimum level of illumination
which provides good visibility for both human observers
and cameras.

b. Specification of the degree of illumination uniformity
which enables the camera to produce a satisfactory
scene. fllumination provides effective visibility for both
human observers and cameras only when it is sufficiently
uniform.

c. Sefection of an appropriate light source which is com-
patible with both human visibility and color discrimina-
tion requirements, and camera spectral sensitivity.

d. Selection of luminaire type which provides the opticai
control characteristics (i.e., light distribution) required
for the specific lighting application and system
configuration.

e. Formulation of lighting equipment emplacement scheme
{system architecture) which provides high quality itlumi-
nation. This involves selecting luminaire mounting height
in conjunction with pole spacing and distance from the
critical area to be illuminated.

f. Comparative caiculation of alternate configurations to
determine relative factors of uniformity, economics,
glare, maintenance, and constraint considerations.

9. Measurement/caiculation of the illumination level actu-
ally achieved by the best alternative configuration in a
sample test.

1t should be recognized that in many instances, changes in-
tended to optimize one factor will adversely effect another and
the resultant total quality of the installation may be degraded.

Of the many variables that influence the performance of the
visual tasks associated with surveillance and alarm assessment, the
key ones are? the fevel of illumination, and the spatial pattern of
illumination {luminance contrast). These variables are important
both when the visual task is performed directly by 3 human ob-
server and when the observer performs the task remotely with the
aid of a CCTV system, the primary difference being only in the
amount of intrascene luminance that each system is capable of
handling.

Unlike the human eye, a CCTV system has a limited intra-
scene dynamic range. This limitation is attributable to dynamic
range limitations of the SDV tube and the monitor display as
well as to the limitations of the average human abserver to dis-
tinguish between 7 and 10 different shades of gray in a television
picture. With the present state-of-the-art a CCTV system can

handle at best a 20:1 intrascene luminance contrast without in-
curring loss of picture detail,

Scenes in which heavy shadows or very bright spots are
present will complicate the visual task. During the day, when
the scene illumination cannot be controlled, special techniques
may be required to ensure proper TV rendition. Two potential
techniques are discussed in Reference 2. Under nighttime condi-
tions, notwithstanding weather effects, the scene illumination can
be controlled by proper illumination design, so that high contrast,
glare, etc. are eliminated or alleviated.

Lighting Equipment Selection

In the process of designing a lighting system, attention is
first facused an the availability of lighting equipment. The de-
signer is presented with a wide range of equipment, most of which
finds some application around the security area but none of which
is universally adaptable for all purposes. Humination engineers
tend to classify lighting systems by the general type of lighting
produced and the general layout of luminaires. They are typicaily
described as general, local, localized general, or supplementary;
and by the type of luminaires used.

Luminaires

Four general types of luminaires are available for use in pro-
tective lighting. The four types are: 1} floodlights; 2} street
lights; 3} Fresnel lens luminaires; and 4) searchlights. The choice
of luminaire for a particular fighting system will depend on the
light pattern distribution, the tendency to cause objectionable
glare under normal conditions, the mechanical construction and
convenience of servicing the light source selected, and the overall
suitability of the unit for the application at hand. A brief descrip-
tion of the four types of luminaires follows.

Floodlights are designed to form the light flux generated by a
lamp into a broad beam so that it may be projected into distant
points. They may be used for illumination of boundaries, open
areas, buildings, and for local emphasis of vital areas.

Streetlights or roadway luminaires are characterized by their
light distribution which may be symmetrical or asymmetrical. A
symmetrical distribution is one in which the distribution of light
and candle power are approximately the same in any vertical plane
passing through the optical axis of the luminaire. Luminaires with
symmetrical light distribution find application in lighting large
areas, where the luminaire may be located centrally with respect
to the area to be lighted, and at gate entrances and exits. Asym-
metrical fuminaires direct the light by reflection and/or refraction
in order to achieve higher utilization of the fight. The asymmetri-
cal distribution finds application in situations where the location
of the luminaire with respect to the area to be lighted is restricted
and under which conditions the symmetrical distribution would be
wasteful or ineffective {for example, applications where it may be
necessary to locate the luminaire within the protected area and
deliver the light largely outside the fence surrounding the bound-
ary; and for roadways where the pole, of necessity, must be
placed outside the limits of the roadway but the effective light
must reach the road surface).

The Fresnel lens fuminaire delivers a fan-shaped beam of tight
and may be used to illuminate the approaches to the secure area
to inflict glare on the would-be intruder while maintaining the
guard force concealed in darkness. Its application is limited to
locations where advantage may be taken of its unique characteris-
tics without causing objectionable glare to neighboring activities.

Searchlights deliver a narrow beam of tight. A typical appli-
cation of a searchlight is to supplement other lighting equipment
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by providing highlights on particularly sensitive areas within the
facility and to permit exploration of areas within and outside the
facility by the guards directing the light to the area in question.

The types of luminaires found best suited for perimeter
illumination, when CCTV is employed, are the floodlights and the
streetlights (roadway luminaires). The streetlights are preferred,
however, because the asymmetrical light distribution simplifies
the system architecture when designing for uniformity of
illumination.

Light Sources

The types of light sources or lamps which are available and
which might be considered for secure area illumination applica-
tions are: incandescent, fluorescent, mercury, metal halide, high
pressure sodium (HPS), and tow pressure sodium (LPS). The mer-
cury, metal halide, and HPS belong to the class of lamps known as
high intensity discharge (HID). Table | presents a summary of the
luminous efficacy and rated life of these lamps. Rated life figures
are a function of lamp wattage, operating position, operating vol-
tage, temperature and burning cycle.

Table I. Lamp Luminous Efficacy

Luminous Efficacy Rated Life
Average Lumen/Watt  Average Hours

1. Incandescent 10-35 1,000 +
2. Fluorescent 30-83 4,000 +
3.  Mercury 30-65 24,000 +
4. Metal Halide 85-100 6,000-15,000
5. High Pressure Sodium 95-140 20,000 +
6. Low Pressure Sodium 130-180

20,000 +

If luminous efficacy and rated life were used as the sole
criteria for the selection of the most suitable type of lamp for
security applications, the choice would be quite simple. However,
many other lamp characteristics and properties are important for
consideration in the selection of lamps for these applications,
since a lighting system must satisfy constraints imposed by human

-observers and imaging camera characteristics. A prime considera-

tion in the selection of lamps is the visibility provided for both
human observers and television cameras.

In the case of human observers, the effect of color rendition
on the ability to identify objects is important. An object within
an illuminated area reflects selected wavelengths of light. To ob-
serve the “'true” color of a given object, it is necessary that the
wavelengths which comprise that color must be present in the
source of illumination. In addition, the level of illumination must
be of such a magnitude that photopic [color) vision is obtained.

In the case of a television camera, it is important that sufficient
light energy is emitted from the lamp in the portion of the electro-
magnetic spectrum to which the TV camera is sensitive so that a
useable video signat is produced. iIn this paper it has been assumed
that the TV cameras employed are equipped with a silicon diode
array vidicon. The SDV is sensitive not only to visible wavelengths
of light but also to infrared wavelengths. This type of vidicon has
# spectral responsivity characteristic illustrated in Figure 2,
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Figure 2. Spectral Responses of Eye and Silicon Vidicon
{Relative)

Each type of light source possesses a unique spectral power
characteristic. Reference 3 contains representative spectral power
curves of HID and incandescent lamps. Using the color rendition
property of each light source, a quantitative measure of the suita-
bility of the source for use with the SDV camera can be derived.
This measure is the amount of spectral energy utilized by the
camera to produce an output signal in relation to total energy
availabie. The higher the value, the greater the degree to which
the illumination is suitable for use with the SDV. There is a very
small variation in these ratios for the various light sources. Thus,
the choice will rest on efficacy, color rendition capability, and
lamp-luminaire configuration.

The LPS, which would be a prime choice on the basis of
efficacy and life expectancy, is not at ail suited for applications
in which a human observer might require color discrimination for
identification because of its near monochromaticity. For ex-
ample, consider a situation in which a white identification badge
is exchanged for a yellow badge for access to a secure area. Under
LPS illumination, both badges might appear identical in color
unless closely compared side by side. On the other hand, LPS is
a satisfactory light source for the operation of SDV equipped TV
cameras and would be considered a good choice for lighting secure
areas solely under TV surveillance, since color discrimination in
this case is not a factor in the recognition and identification of an
intruder.

Both incandescent and fluorescent light sources offer a great
deal of flexibility to achieve the desired degree and accuracy of
color rendition. However, both consume a great deal of power
compared to HID types and have low rated lifetime.

The HPS, even though it produces predominantly gold-amber
illumination, has sufficient output in various visible wavelengths to
provide for satisfactory color rendition and human observer accep-
tance. This light source is favored for security applications based
upon its long life expectancy and its ability to be used with many
types of luminaires.

Lighting Configuration

Considerations

There are likely to be some restrictive constraints imposed on
the physical layout of a security lighting system. For example,
terrain and perimeter features, location and means of mounting
lights with respect to the perimeter barrier and placement of tele-
vision cameras all have an effect on system configuration. The
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smp, and » uniforrmty mio of 2 35 The predicted dcsm valuos,
based on the methods described, were: average illumination —

simm mmht ms 1) lhe combimtion of umform-
'd level of ilfumination requirements and lamp placement

ttions could limit the selection of a suitable luminaire/lamp =~ 2.1 foot-candles, and uniformity ratio — 2.3. A higher than re-

guration from those which are commercially available; or quired initial value allows for losses as a result of lamp deteriors

minaire placement restrictions may result in non-optimum " tion and dirt accumutation on the luminaire surface. In this design

af design in that shadows might be created by perimeter - 8 35% loss factor has been taken to account for the light level “
13, and glare might become offensive (especially when the degradation after three years of operation with only relamping of

riswet). in addition, equipment placement constraintsmay .. burned out lamps. This gives a maintained itlumination level of

t in non-optimum placement ot TV cameras o obtain an 1.2 foot-candles. A umnlo of the actual Iught distribution is given

)structed view of the area/perimeter to be protected and, - in Flgure4
sfore, limit the surveillance and alarm assessment capab»lnty
ldedby the lmagmg system. e e R
a prototype eonﬁguranon will be descrihed below which
trates the placement of lighting fixtures and cameras which
expected to produce the desired minimum illumination
at-candle), and uniformity ratio not greater than {3:1), and
toverage in a single fenced boundary. The design of this con-
ration, which is patterned after llluminating Engineering
lety {1ES) roadway lighting guidelines,4 emphasizes maximum
lormity rather than minimum light level. The minimum aver-
honzontal light level is determined from the basrc equatron

“ Average Foot-Candles= ™. - """ L
mp Lumens) x {Coefticient of Uuhzanon) x ILnght Loss Fac\or)

pacmg Between Lummarres m Feet) x (Wndth of Stﬂp in Feet)

ARG eeene et

» coefﬂc»ent of unlnzatson represents the percentage of rated
1p lumens which will fall on either of two strip-like areas of
inite length, one extending in front, and one extending in back
the luminaire when the luminaire is level and oriented over the
ip in the same manner in which it was tested by the manufac-
rer. This coefficient is read from utilization curves which are
»ifable, for various types of luminaires, from the luminaire
nufacturer. The light loss factor is estimated or determined
perimentally and takes into consideration such factors as Iamp
uﬂoratlon and dm aecumulatlon e

B Umformuty is expressed in terms of the average level of «llum-
ation on the design area and the {owest value at any point in the
ea. The ratio of the average to the minimum value is takenas
i@ measure of uniformity. To study the uniformity of the illum- -
ation and to determine the level of illumination at any specific
»int in the ilfluminated area, use is made of the “iso-foot-candle”’
irve. The iso-foot-candle curve is a graphical representation of
Jints of equal ilumination connected by a continuous line. In
'der to make these curves applicable to all conditions, they are
resented for a given mounting height, and the horizontal dis- . ;
nces between lights are expressed in ratios of the actual d-stance
) the mounting height. Correction factors for other mounting
zights are usually given in tabular form with the iso-foot-candle
irves. These curves, for various luminaire type and lamp combi-
ations, are gvailable from the luminaire manufacturer. These
ata alford a pvacncal too) for the initial layout of a hghtmg

Figure 3 is a plan view and the profile of the prototype light- R )
g configuration including the location of TV cameras to cover .
1e area. The luminaires used are streetlights (roadway Type 111

GE-M 250A)). The lamps are 150W HPS. The luminaires are

)cated over the fence 10 eliminate fence shadows in the viewing

res as well as to minimize reflected glare from the fence. The

wtallation provides for one of the main features generally re- . :

uired in protective lighting, (i.e., minimal illumination in the Tests conducted by MITRE have shown that an SDV camera

erior of the secure area) thereby enabling the security force to CCTV system produced pictures of good quality with this fevel of

perate from 3 relatively dark area. . llumination and uniformity. Figure 5 is a CCTV monitor display

. rendition of the scene illustrated in Figure 4. Security guards were
This configuration provides 3 measured average horizontal aiso able to perform direct visual tasks effect:velv under these

nitial ilumination of 1.9 foot-candie over the 30 feet wide outer lcgmmg conditions. o ) .

Figure 4. Light Distribution {so-foot-candle) -
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"~ Figure 5. TV Display of Lighted Perimeter (Single Fence)
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A similar lighting configuration was featured in CCTV alarm
verification system tests conducted at an operational Air Force
installation overseas. The critical viewing area was the area be-
tween fences of a double barrier configuration. A CCTV system
using SOV cameras covered the portions of the perimeter out of

~.. direct view of an operator situated in an observation tower within
the protected area. The illumination provided by the lighting con-
" figuration was more than adequate for both direct visua) observa-

tion and for remote observation via CCTV.

Figure 6. TV Display of Lighted Perimeter (Double Fence)

A section of that installation is shown in Figure 6 as 8 moni-
tor/display picture of the area covered. Since the emphasis here
is to get the best uniformity in the critical viewing area {i.e., be-
tween the fences} there will be some shadow present in the outer
area due to the fabric of the outer fence. Such 8 compromise
will have to be made in the design of the lighting system where
double fences are requ |red for security. :

" Conclusions

The high pressure sodium famp with Type {lI luminaire is
the best combination for the implementation of perimeter security
lighting where closed circuit television using silicon diode array
vidican cameras is employed. The design must take into consider-
ation the level of illumination and the light distribution on the
ground adjacent the fenced barrier. The value of the minimum

- maintained average level of illumination will depend on the sensi-

tivity of the TV camera used. For the SDV, 1.0 foot-candle was
satisfactory. This level is also compatible with tested levels for

effective visual assessment. This average vaiue provided effective
visibility when the uniformity ratio, expressed as the ratio of the
average iflumination value to the lowest value at any point in the

' - prescribed illuminate area, did not exceed 3 to 1. A side benefit

of the prototype configuration described herein offers low opera-

e ting power consumpttan per k«lameter of perimeter mummauon

(7 2 kw/km)

Thns work was performed under Air Force Contract No. \
F19628-77-C-0001 for the BISSPO, U.S. Anr Force Electronic .

Svstems Division, Hanscom AFB. . o
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